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Award-Winning Internet Filtering

iPrism Web Filter from St. Bernard, now with antivirus, is the award-winning
Internet filtering solution that secures your organization from Internet-
based threats such as malware, spyware, anonymizers, IM, P2P, and
inappropriate content, at the perimeter, while it helps enforce your
acceptable use and security policies. iPrism is the only Web Filter
to offer hybrid technology, which combines the control of an mmeoeo—

appliance with the flexibility of a managed service, taking your
Web filtering to a whole new level. That's why the iPrism Web Filter
received SC Magazine's highest rating, 5 stars across the board. Easy

to set up and requiring virtually zero maintenance, the iPrism Web
Filter allows your organization to mitigate the risks of legal liability,
prevent security breaches, stop the erosion of network resources, and
prevent productivity loss. With renewal rates of over 95%, the iPrism Web
Filter is the solution of choice for thousands of organizations worldwide.

Highlights

Antivirus

iPrism includes robust antivirus protection that combines with the powerful, proprietary iGuard database to give
you multi-layered protection from malware/viruses, spyware and phishing — perimeter defense you won't find
in other solutions.

Unrivalled Anonymizer Defense
iPrism blocks anonymizer sites by employing an unparalleled multi-layered approach that combines human-
reviewed URL classification, deep packet inspection and unique proxy blocking to deliver the most effective
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anonymizer protection on the market. SC MAGAZINE RATING
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St. Bernard remains one of the few Web filtering vendors that maintains its own URL database. Now with 80 | Documentation: %% % %%
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categories containing millions of websites, iPrism allows you to easily customize your filtering to fit the exact Value for money .

requirements of your acceptable use policy. Your subscription includes automatic, daily database updates, with

the crucial security category, covering spyware, malware and phishing sites, updated hourly. Strengths Excellent features, easy to
use, low cost

Weaknesses None that we found.
Verdict This is a solid product with
lots of the features required in this
application.
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Features

Antivirus

iPrism Web Filter includes robust antivirus featuring a unique four-
factored system for detecting and blocking Internet-based viruses
that includes a massive signature database, advanced heuristics,
emulation and neural network detection. This technology adds
a critical layer of antivirus protection for your network while
minimizing false positives and false negatives.

Remote Filtering

The iPrism Web Filter has the ability to filter mobile users — an
important attribute in today's fluid business environment. Using
filtering policies set by the IT administrator, proxied web traffic
from remote or mobile users is easily and accurately monitored
and blocked.

iGuard Database with iPrism Automated Rating Protocol (iARP)
The iPrism 100% human-reviewed iGuard database includes
the iARP feature, which further refines Web filtering by sending
your most frequently accessed unrated URLs to the iGuard team
automatically to be added to your database. As part of its safe-
search feature, iPrism has the ability to block inappropriate Google
thumbnails during image searches — an important capability for
schools that need to protect students, and companies wanting to
avoid the legal liability associated with inappropriate images.

Comprehensive Reporting

iPrism includes comprehensive on-box reporting that requires no
additional hardware or software. A variety of report templates
are available and reports can be scheduled by day week or month
and can run in the background — freeing you to take care of
other projects while your reports are automatically generated.
Additionally, the Managed Enterprise Reporting Service takes
advantage of the scalability of our on-demand services to provide
multi-box reporting.
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Anonymizer Defense
Employees who try to circumvent the iPrism Web Filter by using
anonymizer websites will have their attempts blocked at every turn.
iPrism’s multi-layered approach uses a variety of techniques:
Spoofed SSL: Only iPrism can detect and block anonymizer trafic
that tries to spoof secure traffic.
Concealed Surfing: Administrators always know where users are
going on the Web because HTTPS traffic is reported using domain
names, instead of IP addresses.
Dynamic Proxy Detection including:

- UltraSurf domain

- The Google-web-accelerator domain

- The http-proxy domain
Real-time Updates: Proxy URLs are collected and message groups
are monitored daily for new anonymizers.
Active Domain IP Address Mapping: The ability to circumvent
iPrism using IP addresses is blocked with this mapping feature.
See the Anonymizer Data Sheet for more details on this feature.

Delegated Administration

iPrism gives you the flexibility to delegate policy management
to any person within the organization. This is ideal for situations
where policy may not be managed by IT or for large organizations
trying to optimize resources.

iPrism h-Series Appliances

iPrism's new line of high-performance hardware offers a full range
of appliances designed to deliver optimum performance and Web
filtering throughput speeds to organizations of all sizes no matter
how big their pipelines. All of the h-Series models share a hardened
and optimized OS for complete interoperability and unrivalled
power and performance. See the iPrism Hybrid Platform datasheet
for detailed appliance specifications.
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